MHCeTpyKIus 715 00y4aommuxcs o obecneveHno HHPopMal o;;ianqu_,ﬁeaonacnocTn
NPH WCHOJIb30BaHNM ceTH «HTepHeT» [I/Isl pa3sMellleHus B yUeGHBIX KabuHeTax, B
KOTOPBIX OCYIIECTBJIsIeTCs 0CTYN B ceTh «AHTepHeT)

C KaXIbIM TOIOM MOJOJEKH B MHTEPHETE CTAHOBHTCA OOJBIIE, a IIKOIbHUKY OITHH W3
caMBIX aKTHBHBIX TOdB30Bareneil Pynera. Mexay TeM, TOMAMO OTPOMHOI0 KOJIMYIECTBA
BO3MOYKHOCTEH, WHTEPHET HECeT W MNpoOJeMbl. OTa MaMATKa IOJDKHA TIOMOYb Tebe

0€e30MacHO HaXOUThCS B CETH.

KoMnbloTepHbIE BUPYCHI

KOMIBIOTEpHBIH ~ BAPYC - 9TO . PAasHOBHIHOCTh  KOMIBIOTCPHBIX  MPOTPaMM,
OTIMUUTENLHON OCOBGEHHOCTBI0 KOTOPOil SABJSAETCS CIOCOOHOCTH K pasMHOXeHHI0. B
JIOTIONTHEHNE K STOMY, BHPYCHI MOTYT TMOBPEIUTH HJIM TOJHOCTBIO YHHYTOXKHTEL BCC
(baiinmel ¥ JAHHbIE, TTOKOHTPONBHbIE OTB30BATENI0, OT UMEHH KOTOPOTO ObLTa 3aryIieHa
3apaXKeHHas MporpamMMa, a TakKe MOBPEAUTH MM JakKe YHWUYTOXKUTH ONCPAIMOHHYIO
cucTeMy co Bcemu (QaiinaMm B 1eloM. B OOJNBIIMHCTBE CITy4acB PacrpOCTPAHAIOTCA
BHPYCHI U€pE3 HHTEPHET.

Memoodwl 3auiunmsvl 0 6PEe0OHOCHBIX RPOZPAMM.:

1. Wcnonb3yii COBpEMEHHBIE ONEPAMOHHBIE CHCTEMBI, UMEIOIIHNE CEpHE3HBI YPOBEHB
3aLIUATHI OT BPEIOHOCHBIX IMPOTPaMM;

2. TlocTosSHHO ycTaHaBiuBail maTdu (UM(pPOBBIC 3aMIATKH, KOTOPBIC aBTOMATHHUCCKH
YCTaHABJIMBAIOTCS C IIENBIO JIOPabOTKH MporpaMMBI) W JpyrHe OOHOBJIEHHs CBOCH
onepanonHoi cucTeMbl. CkaunBail MX TOJNBKO C oduIUaTsHOTO caifTa pa3paboTdnka
OC. Eciu CymecTByeT peKUM aBTOMaTHIECKOr0 OOHOBIICHHS, BKIIFOUH €T0;

3. PaGoraii Ha CBOEM KOMIIBIOTEPE TOJ MIpaBaMH MOIb30BATENs, a HE aAIMUHUCTPATOpPa.
T0 HEe MO3BOIMT OONBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAIIMPOBATHCA HA TBOCM
IIepCOHANBHOM KOMIIBIOTEPE;

4. Vicnonp3yii aHTUBUPYCHBIE TIPOTPAMMHBIE TIPOXYKTHI H3BECTHBIX MPOU3BOJUTENEH, C
ABTOMAaTHYECKUM OOHOBIIEHHEM 0as3;

5. OrpaHu4b HU3MIECKUH JOCTYI K KOMIIBIOTEPY A1t IOCTOPOHHMX JIIL;



6.Mcnonb3yil BHEIIHUE HOCUTENIU UH(POPMAIUU, TaKUe Kak (iemnika, TUCK uin ¢ailn u3
MHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOYHUKOB;
7.He oTKpbIBaii KOMIIBIOTEPHBIE (Pailibl, MONyYEHHbIE U3 HEHAIE)KHBIX HICTOYHUKOB. Jlaxe
Te (pailsibl, KOTOpPBIE MPHUCHA TBOM 3HAKOMBIN. Jlyulle yTouHU y HEro, OTHPABIISIL I OH
TeOe ux.

Cetu WI-FI
Wi-Fi - 3T0 He BU mepenavn JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeHa, Mapka. Eie
B 1991 romy nuaepnaniackas kommnanusi 3apeructpupoBana Openny "WECA", uto
obo3nayano cioBocoueranue “Wireless Fidelity”, xoTopelii mepeBoauTCs  Kak
"OecrpoBOIHAS TOYHOCTH .
Jlo Hamiero BpeMeHM Joliia japyras a0OOpeBuaTypa, KOTopas SBISIETCS TakoW ke
TexHojoruer. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JTaHO C HAMEKOM Ha
CTaHIAapT BBICIICH 3BYKOBOW TexHuku Hi-Fi, 4ro B mepeBome o3HadaeT "BBICOKas
TOYHOCTB'".
Jla, OecraTHBIA MHTEPHET-IOCTYI B Kade, OTENsAX M adporopTax SBISETCS OTIMYHON
BO3MOKHOCTBbIO BBIXOJAa B HMHTepHET. HoO MHOrme »sKCHepThl CYHUTAIOT, YTO
obmenoctymubie Wi-Fi cetn He sBIIst0TCS 0€30MaCHBIMH.

Coeembul no dezonacnocmu pavomul & oouedocmynuvix cemax Wi-fi:

1. He mepenmaBaii cBowo JnuHyl0 HHpopMmaiuio depe3 odmemoctymusie Wi-Fi cern.
PaGotas B HUX, &KenaTeabHO HE BBOJUTD MAPOJIH TOCTYIIA, JOTHHBI U KaAKUE - TO HOMEPA;
2. Vcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIC ITporpaMMbl B OpaHamayep. Tem camMbIM ThI
oOe3omacuilb cedsi OT 3aKaYKH BHpyca Ha TBOE YCTPOUCTBO;

3. Ipu wucnonw3oBanuu Wi-Fi otkmroun ¢ysHkmuro "OOmmii mgoctynm k daiilaMm u
npuHTepam". JlaHHas QyHKOUS 3aKppiTa IO YMOJIYAHUIO, OJHAKO HEKOTOpPHIC
MOJIb30BATENIA AKTUBUPYIOT €€ JJIs yI00CTBA UCTIONB30BaHMS B pab0Te Uiu yueoe;

4. He ucnonb3yit nmyonmunsii WI-FI nns mepenaun NMYHBIX JAaHHBIX, HalpuMep AJis
BBIX0/1a B COLIMAJIbHBIE CETH WJIH B DJIIEKTPOHHYIO MOYTY;

5. WUcnonw3yit Tonbko 3amuineHHoe coenunenue depes HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOaU uMeHHO "https://*;

6. B wmoOuwnsHOM Tenmedone otkimroun GyHknuio "Tlomkmouenne k- Wi-Fi
aBToMatndecku". He gomyckaii aBToMaTHYECKOTO MOAKIIOYCHHS yeTpolicTBa K ceTsim Wi-

F1 0e3 TBoero coryiacus.



ConunajbHble ceTH

CouuanbHble CETH AKTUBHO BXOJAT B HAIly JKU3Hb, MHOTHE JIIOU pa0OTaIOT U JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIHAp.1 YEIOBEK, YTO SBIISIETCS OJHOM
CebMOM BCEX )KUTEJEH ITaHeThl. MHOTUE MoIb30BaTEIN HE TOHUMAIOT, YTOMH(pOopManus,
pa3MellleHHas UMH B COIIMAIbHBIX CETAX, MOXKET OBITh HailieHa M HCHOJb30BaHa KeM
yrOJHO, B TOM YHUCJIE€ HE 0053aTeIbHO C OJaruMu HAMEPEHUSAMH.
OcHnoenble cosempl no 0€30NACHOCMU 6 COUUAIbHBIX CEMAX:
1. Orpannub cnucok apy3eil. Y TeOss B Jpy3bsiX HE JOJDKHO ObITh CIy4allHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3amuMinail CBOK 4YacTHYI >Ku3Hb. He ykaseiBali maposiu, TenedoHBI, aapeca, aaTy
TBOETO POXACHUS M JPYryl0 JH4YHYIO HH(popManuio. 3JI0yMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh JJaXe MHPOPMALIMIO O TOM, KaK Thl ¥ TBOM POJIUTEIHN TUIAHUPYETE MPOBECTU
KaHHUKYJIbI;
3. 3amumiai cBOI0 pemnyTaluio - IEpKHU €€ B YUCTOTE U 3aj]jaBail cebe BOMpoc: XOTeN Obl
ThI, YTOOBI JIPyrUe MOJB30BATENN BUJEIH, YTO ThI 3arpyxaemb? [logymaii, mpexie yem
YTO-TO ONMyOJUKOBATh, HAIUCATh U 3aTPy3UTh;
4. Ecnu Tl TOBOPHILIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE PEATIBHOE UM
U IPYTYIO JUYHYI0 HHQOPMAIIUU: UMSI, MECTO JKUTEIHCTBA, MECTO Y4eObI U IIpoYee;
5. N36eraii pazmemenus ¢potorpaduii B UnTepHeTe, I/1e Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPOW MOKHO ONPENEIUTh TBOE MECTOMOJIOKEHHE;
6. [lpu perucrpanuu B COIMATBHON CETH HEOOXOAMMO HCIIOJIH30BATh CJIOXKHBIE TAPOIIH,
cocTosIIHe U3 OyKB ¥ MUGP U C KOJTUISCTBOM 3HAKOB HE MeHee 8;
7. JIns conmumanbHOW CETH, MOYTHl U JAPYTUX CAWTOB HEOOXOAMMO HCIOIB30BATh pa3HbIC
naponu. Torga ecnu Te0s B3JIIOMAIOT, TO 3JO0YMBIIIIEHHUKH MOJIYYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE IEHbI'U
DNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIH CIOCOO IUIaTeXei, OAHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTST MOJYYUTh 3TU JICHbIU.
DNEeKTpOHHBIE JEHBIM MOSBWINCH COBCEM HENABHO M MMEHHO H3-3a 3TOT0 BO MHOTUX
roCy/apcTBax J0 CHUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccum ke oHM (yHKIMOHUPYIOT U O HUX YK€ IPONKMCAHO B 3aKOHE, TJ€ UX Pa3leisitoT
Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIla B TOM, UTO aHOHUMHBIE -

3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh onepanuu 0e3



UJIEHTU(DUKAIIMY TI0JIH30BATENs, @ B HEAHOHUMHBIX WACHTU(UKALIMS TOIh30BATEIIS
ABJIAETCS 005A3aTENBHOM.
Taxke cienyeT pa3inuyarh 3JIEKTPOHHBIE (pUaTHBIE ACHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC HE(UATHBIE IEHBIU (HE PABHBI TOCY/IAPCTBEHHBIM BaJIIOTAM ).
Ocnoenvie cogemol no 6e30nacHoil padome ¢ 371eKMPOHHBIMU OEHbZAMU:
1. IlpuBsku K cueTy MOOWIbHBIA TeNePoH. DTO caMmblii yIOOHBIM U OBICTPBIA CIIOCOO
BOCCTAHOBHUTH JOCTYI K cyeTy. [IpuBsizaHHbIN TenedoH MOMOXKET, €Ciiu 3a0yAellb CBON
TUIATEKHBIA NIApOJIb WM 3alJIEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;
2. Uctionb3yit ogHopasoBbie mapoiu. [lociie nepexona Ha yCHUICHHYIO aBTOpHU3aIuio Te0e
yKe He OyJIeT yrpokaTh OMACHOCTh KPaXKU WIIM MepexXBaTa MIaTeKHOTO MapoJs;
3. BriOepu crnoxssiii maposb. lIpectymHukam OyJeT HE MPOCTO yrajaaTh CIOXKHBIM
napoJib. HagexHeie mapoyid - 3TO MapoJik, KOTOPhIE COJEpkKaT HE MEHee 8 3HAKOB H
BKJIFOYAIOT B C€0S1 CTPOUHBIE U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOJIBKO CHUMBOJIOB, TAKHE
KaK 3HaK Jojuiapa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tRONg!;;
4. He BBOJM CBOU JIMYHBIC JaHHBIC HA CalTax, KOTOPHIM HE JOBEPSICIIIb.

JJIeKTPOHHAS MOYTA
DJNEKTPOHHAS TOYTA - 3TO TEXHOJIOTHS U MPEJIOCTaBIsIEMbIE €10 YCIYTH 0 MEePEChUIKE U
MOJIYYCHUIO DJIEKTPOHHBIX COOOIIEHUU, KOTOPBIE PACTIPENEISIOTCS B KOMIBIOTEPHOMN
cetd. OOBIYHO DIEKTPOHHBIA TOYTOBBIA SIMHMK BBITISIUT CIEAYIOIUM 00pa3oM:
UMSL_TIONIb30BaTENsA(@UMS_JIoMeHa. Takke Kpome mepenadd MpoCTOro TEKCTa, MMEeeTCs
BO3MOXKHOCTD TepeaaBaTh (aubl.

OcHogHble cogembl no_He30nAcHOll padome ¢ IJIeKMPOHHOU NOYMOIL:

1. Hago BbIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOP
OeCIUIaTHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JYyYIle JOBEPATh TEM, KOTO 3HAEIIb U KTO
IIEPBBIA B PEUTHUHTE;

2. He ykas3piBaii B IWYHOW MoYTe JUYHYIO WHpopManuto. Hampumep, mydiie BbIOpaTh
"My3bIKanbHBIN_(panaT@" win "pok2013" BmecTo "Temal3";

3. Ucnonp3yil IBYXATAIHYIO aBTOPHU3AIMIO0. DTO KOTJa TOMUMO TapoJs HY>KHO BBOJIUTH
KOJI, IPUChLTaeMbIi 10 SMS;

4. BoiOepu cnoxHbIM maposib. JJig KaXJ0ro MmoYTOBOTO SIIIMKA JIOJHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY HapOJib;

5. Ecnu ecTh BO3MOXKHOCTHh HalucaTh CaMOMY CBOM JIMYHBIA BOMPOC, MCIOJB3YH ATy

BO3MOYKHOCTb;



6. Hcmomp3yil HECKONBKO TOYTOBBIX SIMUKOB. [lepBBIi UIsi 9acTHOW TEPETUCKHA C
azpecataMy, KOTOPBIM Thl JOBEPSCIb. DTO JJIEKTPOHHBIN aapec HE HAJ0 HCIIOJIb30BaTh
MIpU perucTpanuu Ha GopyMax u cairax;
/. He oTkpbiBait paiisiel U Ipyrye BIOKEHUS B MUChbMAaX, JaXe €CJIM OHU MPUIIUIH OT TBOUX
npy3eit. JIyuie yTouHU y HUX, OTIIPABIISIN JIK OHU TeOe ATH (hailiibl;
8. [locne okoHuyaHust pabOTHI HA MOYTOBOM CEpPBUCE MEpe] 3aKPhITUEM BKIIAJIKU C CAUTOM
He 3a0y1b HaxaTh Ha "Beiitu".

Ku6epOy/uiMHI WM BUPTYAJIbHOE U3/1€BATEJIHLCTBO
KubepOysuuHr - npecieaoBaHue COOOIMIEHUSIMU, COAEPKALIMMU OCKOPOJIEHUS, arpECCHIO,
3alyruBaHue; XYJIMIaHCTBO; COLMAJbHOE OOMKOTHPOBAHHWE C MOMOILIBIO Pa3IUUYHBIX
UHTEPHETCEPBUCOB.

Ocnoenble cogemuvlt no OOpoLdE ¢ KUOEepoyIIuHZOM:

1. He Gpocaiics B 60ii. JIyumiuii cioco6: moCOBETOBATHCS Kak ce0s1 BECTH U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTUTBCS, TO BHaudaje YCIOKOUTHCS. ECiaM Thl HayHENmb OTBEYaTh
OCKOPOJICHUSIMHU Ha OCKOPOJICHUSI, TO TOJBKO €Ile OOJIbIIe Pa30kKellb KOHPIUKT;
2. YrpaBiisii cBoeil kubeppemnyTaiuei;
3. AHOHUMHOCTH B ceTh MHHUMas. CyIecTBYIOT CHOCOOBI BBIACHHTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;
4. He cTouT BeCTH XYJIUTAaHCKHN o0Opa3 BUPTyajdbHOH X)U3HHU. IHTEpHET DUKCUPYET BCe
TBOM JICHCTBHS U COXpaHACT UX. Y IaIUTh UX OyJET KpaliHe 3aTPyIHUTEIIHHO;
5. Coburoait CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;
6. Urnopupyit enuHudHbId HeraTuB. OTHOPa30BbIE OCKOPOUTEIBHBIC COOOIICHUS JTYYIIIe
urHopupoBath. OOBIYHO arpeccust MpeKpaniacTcss Ha Ha4albHOW CTa/INuu;
7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COIIMATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKU OTIPABKHU COOOIICHUM C ONpeIeTICHHBIX aJJpECOB;
8. Ecmm T1B1 cBugerens kubOepOymummara. TBoW JEHCTBUS: BBICTYNIHTH MPOTUB
MpeCIeIOBATEINSI, TOKA3aTh €My, UTO €r0 JCHCTBHS OIEHUBAIOTCS HETATUBHO, MOJICPKATh
KEpPTBY, KOTOPOH Hy)KHA ICHXOJOTWYecKas IOMOIIb, COOOLIUTH B3POCIBIM O (hakTe
arpecCUBHOIO MOBEACHUS B CETH.

MoOunabHbIN TeaedoH
CoBpemenHble cMapTGOHBI W IUIAHIIETHI COAEpXKaT B cebe BIOJHE B3POCIBIi
(GYHKITMOHAI, ¥ TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU KOMITBIOTEPAMH.

OnHako, CpelICTB 3alIUTHI JJIs1 MOJJOOHBIX YCTPOMCTB MOKa 04€Hb Masio. TecTupoBaHue U



MOWICK YSI3BUMOCTEH B HUX MPOUCXOMWUT HE TaK MHTEHCHUBHO, Kak mis [IK, To ke camoe
KacaeTcsl 1 MOOMJIBHBIX TIPHUIIOKCHHM.
CoBpemMeHHbIC MOOMIIBHBIC Opay3ephl YK€ MPaKTUYSCKH JOTHATU HACTOJbHBIC aHAJIOTH,
OJIHAKO paclivupeHrne (PyHKIHMOHANA BJIEYET 32 CO0O0M OOIBIIYIO CI0KHOCTh U MEHBIIYIO
3aIUIIEHHOCTD.
Jlayieko He Bce MPOM3BOJMTEIN BBIMTYCKAIOT OOHOBJICHUS, 3aKPHIBAIONINE KPUTHUCCKUC
YSI3BUMOCTH JJISI CBOMX YCTPOMCTB.
OcHOBHBIE COBETHI J1s1 0€30MaCHOCTH MOOMIBLHOTO TeedoHa:
Huuero ne siBisiercss mo-HacTosieMy OeciuiaTHBIM. Byab ocTOpoXeH, Beab korja Tede
npeararoT OSCIUTATHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE€ - TO ITUIATHBIC
YCIIYTH;
Jymaii, mpexe ueM oTrpaButh SMS, ¢hoTo wim Bueo. Thl TOUHO 3HACIIIB, T/I€ OHH OYayT
B KOHEYHOM UTOTE?
Heo6x011Mo 00HOBIATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yit aHTUBUPYCHBIC POTPAMMBI JIJISI MOOWIIBHBIX TEIS()OHOB,;
He 3arpykaii npuioxeHuss OT HEM3BECTHOI'O MCTOYHHKA, BElb OHM MOTYT COJEPKaTb
BPEJIOHOCHOE MPOTPaMMHOE 00ECIICYEHUE;
[locne Toro kak ThI BBIMJENIb C caiiTa, Tlle BBOAWI JUYHYIO MHGOpMAIMIO, 3aiIu B
HACTPOMKHU Opay3epa u yaaiu cookies;
[lepronuyecku TpoBepsiid, Kakue IJIATHBIE YCIYT'HM aKTUBHUPOBAHBI HA TBOEM HOMEpE;
JlaBaii cBOli HOMEp MOOMJILHOTO TejedOoHa TOJBKO JIFOASM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSCIIIb;
Bluetooth momken OBITH BBIKITIOUCH, KOTIa THl KM HE TOJIB3yelibes. He 3a0bpiBaii mHOT A
MIPOBEPSATH ITO.

Online urpsI
CoBpeMeHHBIC OHJIAWH-UTPBI - OTO KPAacOYHBIC, 3aXBATBHIBAIOIIUE pa3BICYCHUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK MO0 BceMy MHUPY. MIrpoku HccneayroT JaHHBI UM
MHUp, OOIMIAIOTCA APYr C JAPYroM, BEITIONHSIOT 3aJaHUs, CPaKarOTCS C MOHCTpaMu W
MOJIYYarOT OTBIT. 32 YIOBOJBCTBHE OHM TIJIATST: MOKYMAIOT IUCK, OTJIAYUBAIOT a0OHEMEHT
WM IPUOOPETAIOT KaKKe-TO OIIIUH.
Bce stm cpenctBa uayT Ha TONAEpKAHWE W PA3BUTHE WIPHI, a TakKKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AITNH, BBITYCKAIOTCS HOBBIC TATYH

(¢ poBbIe 3aMIATKYU ISl TPOTrpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HOI[O6HBIX urpax CTouT omacaTtbCiad HC CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaxXKu
TBOCTO IIApOJIsi, HA KOTOPOM OCHOBAaHAa CUCTCMA aBTOpU3alINN OOJBIIMHCTBA Hrp.

OcHoeHble cosembl no 0e30NACHOCMU ME0E20 UZD06020 AKKAYHMA:

1. Ecnu npyroii urpok BeAeT ceOs MI0X0 WM co3/1aeT Te0e HEMPUITHOCTH, 3a0JI0KUPYM
€ro B CIIMCKE UTPOKOB;
2. lloxamyiics aaMUHUCTpaTOpaM WUIPbl Ha IUIOXO€ TOBEJACHHE JTOr0 HUIPOKA,
KEJATeTbHO MPUIIOKUTh KaKUe-TO J1I0Ka3aTENbCTBA B BUJI€ CKPUHOB,;
3. He yka3biBaii TuuHy0 HHPOpMaALUIO B poaiisie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycTanaBnuBaii HeopuiaibHble TATYH U MOJBL;
6. Ucnonb3yii clioXkHbIE U pa3HbIe MAPOJIU;
7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka ThI WUrpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

OUIINHT WM KPaXa JUYHBIX JaHHBIX
OObIYHOM Kpakei JeHer M JOKYMEHTOB CEroJHsl y>K€ HUKOrO0 HE€ YAMBHUIIb, HO C
pPa3BUTHEM MHTEPHET-TEXHOJIOTUMN 3JIOYMBIIIJIEHHUKA NEPEMECTIIINCh B WHTEPHET, H
IIPOJIOJKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.
Tak nmosiBunach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WU (DUILUHT, TJIaBHAs 1I€JIb
KOTOPOI'0 COCTOUT B MOJIYYEHUH KOH(PUAECHIUAIbHBIX JaHHBIX [10JIb30BATENCH - JOTMHOB
u naposeit. Ha anrauiickoM si3pike phishing untaercs kak ¢umunar (ot fishing - peionas
JI0BJIsA, Password - mapoip).

OcHogHble cosenmbl no Dopvoe ¢ uwiunzom:

1. Cnequ 3a cBouM akkayHTOM. Eciau ThI mojo3peBaemib, 4TO TBOsSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIUTHh aIMHUHHCTpATOpaM pecypca
00 3TOM KaK MOYKHO CKOpee;

2. Vcionw3yii 6e30macHbie BEO-CaThl, B TOM YUCIIE€, MHTEPHET-MAara3uHOB U MMOMCKOBBIX
CUCTEM;

3. HUcnonp3yii CIOXHBIE W pa3Hble Mapoid. TakuMm 00pa3oM, eciau Teds B3IOMAIOT, TO
3JTIOYMBITIUICHHUKY TOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHIIO B CETH, a HE KO
BCEM;

4. Ecnu TeOst B3IOMalu, TO HEOOXOIUMO NPEeaynpeaUTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
no0aBieHbl y T€OS B IPYy3bsAX, O TOM, YTO T€OS B3JIOMAaJIH U, BO3MOKHO, OT TBOETO UMEHHU

OyJIeT pacchuIaThCs CllaM U CChUIKHM Ha (DUIIUHTOBBIE CANTHI;



5. YcranoBu HagexHbii napoib (PIN) Ha MoOWIbHEIH TenedoH;
6. OTkiI04M coXxpaHeHue napoJs B Opaysepe;
/. He otkpbiBaii (haiiibl U Apyrue BIOKEHHUS B MHUCbMax, JaXe €CJIM OHU IPHILIU OT
TBOMX Jpy3eil. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU Te0e 3T (Pailiibl.

Hudposas penyrauus
[Hudposas penyraius - 3T0 HEraTUBHAs WM MO3UTUBHAs MH(OpManus B cetu o Tede.
KomMnpometupyromas uH@oOpMmanus, pa3MelleHHAass B WHTEPHETE, MOXKET CEPhE3HbIM
o0pa3oM OTpa3uThCcs Ha TBOEW peanbHOU >ku3HU. "LludpoBas pemyranusa" - 370 TBOH
UMUK, KOTOPbIN opMupyeTcs U3 HHPopMaluu o Te0e B UHTEPHETE.
TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.
MHorue noapocTKu JIETKOMBICIEHHO OTHOCATCS K MyOJUKalUK JIMYHOW MH(pOpMaLUK B
HNHTepHeTe, HE TOHMMAas BO3MOYKHBIX MOCIEACTBUM. Thl JaXe HE CMOKEIIb 10ragaThCs O
TOM, 4TO oTorpadusi, pa3MelieHHas 5 JieT Ha3a/l, cTajna MPUIMHON OTKa3a MPUHSTH TeOs
Ha pabory.
KommenTapuu, pazmenienre TBoux pororpaduil u npyrue 1eicTBUs MOTYT HE UCUE3HYTh
Ja)ke 1OCJe TOTo, Kak Thl UX yJaJuilb. Thl HE 3HA€Ilb, KTO COXPaHWI 3Ty MH(OpMAIHIO,
I0T1JIA JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIM OHA, a INIABHOE: 4YTO MOAYMAIOT
0 Tebe OKpY’KaroIue JIF0IM, KOTOPbIe HAUAYT M yBUIAT 3To. HaliTn nH(pOpMaIuo MHOTO
JET CHYCTS CMOXKET JI000H - Kak M3 JOOpBIX MOOYXKACHUW, TaK U C HaMEPCHHEM
OPUYUHUTH Bpel. DTO MOXKET ObITh KTO YIOJIHO.

OcHogHble cogembl no 3auiume yugpoeoii penymauuu:

1. TMomymaii, mpexae 4YeM 4YTo-TO MyOJMKOBaTh M TepenaBath y cebsi B Oiore wid B
COIIMAJIbHOM CETH;
2. B Hactpoiikax npoduisi yCTAHOBH OTPAHUYEHUSI HA TPOCMOTP TBOETO MPOGUIIS U €ro
COAEPKUMOTO, CAeail ero ToJIbKO "mist apy3en";
3. He pa3memaii u He yka3piBail nHMOPMAINIO, KOTOPAs MOXET KOTO-ITHO0 OCKOPOIISITH
WU OOVIKATh.

ABTOpCKOE NPaBo
CoBpeMeHHbIE KOJBbHUKHU - aKTUBHBIE MOJI30BaTeNu I(PpoBoro mpoctpancTa. OIHAKO
JaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOXKHOCTSIMU IIU(POBOro mMupa

TpeOyeT cOOI0ICHUS MPaB Ha MHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.



Tepmun "WHTENIEKTyalibHass COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSM
YeJIOBEUECKOr0 yMa, HayuHasg C HOBBIX H300pETEHHM M 3HAKOB, O0O03HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIyTrd, U 3aKaHuMBasi KHUTamu, ¢dortorpadusmu,
KUHO(PUIbMaMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMU.
ABTOpCKHE TIpaBa - ATO MpaBa Ha MHTEUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS
HayKH, JIUTEPATypbl U MUCKYCCTBA. ABTOPCKHME MpaBa BBHICTYNAIOT B KAUYE€CTBE TrapaHTUU
TOTO, YTO MHTEJUICKTYaIbHbIN/TBOPUYECKHUM TPy aBTOpa HE OYyJeT HAMPACHBIM, JaCT eMY
CIpaBeJJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEr0 TPyJa, IMOIYYUTh
U3BECTHOCTH U Tpu3HaHue. HUKTo 6e3 pasperieHus aBTopa He MOKET BOCITPOU3BOIUTH €r0
POU3BENICHUE,  PACHpOCTPaHsITh,  MYOJUYHO  JEMOHCTPUPOBATh,  MPOJABATH,
UMIIOPTUPOBATh, MYyCKaTh B MPOKAT, MyOJUYHO HMCIOJHSITH, MOKa3bIBATH/MUCIIOJHITH B
a¢upe unu pasmeniath B UnTepHere.
Hcnons3oBanue "mupatckoro’ nporpaMMHOTO 00€CTICUCHHUSI MOXKET MTPUBECTU K MHOTHUM
pUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOWCTBA, TJIE
yCTaHOBJICHA HeJerayibHas mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHble ¥ OecIIaTHbIe TPOrpaMMbl, KOTOPbIE MOKHO HAUTHU B CETH.

O nopraJie
CereBuuok.pd - TBOM TIJaBHBIM COBETYMK B CETH. 3JE€Ch Thl MOXKEIIb Y3HAaTh O
0e30MacHOCTH B CETH TOHSITHBIM M JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUU
KPUTHUYECKOM CHUTYyallud OOpaTUTHCA 32 COBETOM. A Tak)Ke MPUHSITH y4acTHEe BKOHKYpCax

U CTaTh CaMbIM IIU(DPOBBIM TPaKTaHUHOM !

Honsxcrnocmuyro uncmpyxkyuio paspabomana: [[lempux JI.B./

C 00191CHOCMHOU UHCMPYKYUEU O3HAKOMAEH (@), 0OUuH SK3eMRUIAp NOAYYUl (a) Ha PYKu.
« _ » 2021r. / /




WUHCTPYKLUSA /151 OBYUYAIOILUXCS OB
I/IH(I)OPMAHI/IOHHOﬁ BE3OITACHOCTMHA
HEJIb35
1. BceM moapsia coo01maTh CBOKO YaCTHYIO HHPOpMAITUIO (HACTOsIIIUE UMsl, (haMIIInio, TeiaedoH,
azipec, HOMep IIKOJIbI, a Takxke (hoTorpaduu CBOU, CBOCH CEMbH U Apy3eil);
2. OTKpBIBaTh BIOXKEHHBIE (halIIbl DJIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuts, npuaupaThesi, OKa3bIBaTh JIaBJICHUE - BECTU €051 HEBEXKIIMBO U arpeCCUBHO;
4. He pacmopspkaiics JeHbraMu TBOEHM ceMbH 0€3 pa3pelleHus CTapliuxX - BCerja CrapaiiuBai
pOAUTENEN;
5. He BcTpeuaiicst ¢ IHTepHET-3HAKOMBIMU B pPEalbHOMN KU3HU - TIOCOBETYICS CO B3POCIBIM,

KOTOPOMY JJOBEpSELIb.

OCTOPOXKHO

1. He Bce numyt npaay. Yurtaenib o cebe HenpaBay B MHTepHETE - cOOOIM 00 3TOM CBOUM
POIMTEIISIM WU ONIEKYHaM;
2. [IpurnamaroTr nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOJIBOXA;
3. Hezakonnoe xonupoBanue ¢aiinos B MIHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O MpoOeMax B CETH - OHH BCETIa TOMOTYT;
5. Ucnonb3yit HacTporku 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM aKKAayHTHI B
COIICETSAX U APYIUX MMOpTaIax.
MOKHO
1. VBaxail npyrux noiab30BaTeliei;
2. [lonp3yemnibest IHTEpHET-UCTOYHUKOM - JIeNiall CChUIKY Ha HETO;
3. OTKpbIBai TOJILKO T€ CCHUIKH, B KOTOPHIX YBEPEH;
4. O0maThcs 3a MOMOIIBIO B3POCIBIM - POAUTENH, ONEKYHbl U aMUHUCTpALIUS CATOB BCEraa
IIOMOT'YT;

5. [Ipoitnu obydenue Ha caiite "CeTeBUUOK" ¥ MOTYYH MACTOPT IUGPOBOTO rpakaaHuHA !
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